
HOW DOES YOUR 
MCDONALD’S BURGER GET 

TO YOU?
The burger knows where it is at all times. It knows this 

because it knows where it isn't.



About me 
- Over caffeinated wolf
- Voiding warranties for a living since 

2018
- Projects :

- Done :
- Bypassing the Hantek DSO software limitation

- GPS spoofing on DJI Inspire 1

- Recovering and exploiting IP cameras 

- WIP :
- Freeway toll gate token reverse engineering
- NOVAL 4G IoT xxxxx 😏

Twitter / X : @CyberWolf_2077

Blog : whiterose-infosec.super.site/



What this talk is about

How to reverse engineer an electrical device

How mcdonalds manage to find you in their restaurant

What this talk isn’t about

How to get free food



Introduction



Let’s take a look at 
what is inside : 
A simple overview



Mapping the board
And sniffing the traces



Finding the 
ground pins



Probing them all 

Yes, it takes some time to do these pics 



Scrolling the datasheets



Scrolling the datasheets



Identifying the pins in use



Exploiting the UART 
port



Probing the chip

Pin Probe

GND GND

RX CH0

TX CH1

GND GND 2

TX CH4



Results



Exploiting the 
MISO/MOSI port



Exploiting the 
MISO / MOSI port



Results



Let’s mess up with 
the bluetooth



Listening for the 
Bluetooth chip

LightBlue®



Connecting with the 
bluetooth chip



What about a possible 
firmware ?

Messing with the UART again



Some information has been given 
after publishing the paper  



Time for more 
documentation 
crawling



Probing the chip 
again



Dumping a firmware ?



Some random stuff found on the way



Is the king better 
than the clown ?



PCB of the king 
beacon
nRF52811 SoC Bluetooth 5.4 
supporting Bluetooth Low Energy, 
Bluetooth Direction Finding and 
Thread



PCB of the king 
beacon

Pin Nam
e

Type Description

8 P0.0
6

Digita
l I/O

General purpose I/O

10 P0.0
8

Digita
l I/O

General purpose I/O

13/3
6/48

VDD Power Power supply

25 SWDC
LK

Digita
l 
input

Serial wire debug clock 
input for debug and 
programming

26 SWDI
O

Digita
l I/O

Serial wire debug I/O for 
debug and programming



On site mapping system



Next steps

- Doing same work on KFC beacon
- Beacon spoofing
- Overload of beacon usage
- …



Questions



Ressources 
- RN4020 datasheet : 

https://www.microchip.com/en-us/pr
oduct/RN4020
https://ww1.microchip.com/download
s/aemDocuments/documents/WSG/Produ
ctDocuments/DataSheets/50002279E.p
df
https://ww1.microchip.com/download
s/en/devicedoc/70005191b.pdf

- ATC1441 twitte about U2 : 
https://twitter.com/atc1441/status
/1678707482452008960

- nRF52811 datasheet :
https://infocenter.nordicsemi.com

- Logic Analyzer 
- USB > UART
- TS100 Soldering Iron
- ANENG Q1 multimeter
- Saleae Logic 2.4.1
- Lightblue android app

Tools list

https://www.microchip.com/en-us/product/RN4020
https://www.microchip.com/en-us/product/RN4020
https://ww1.microchip.com/downloads/aemDocuments/documents/WSG/ProductDocuments/DataSheets/50002279E.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/WSG/ProductDocuments/DataSheets/50002279E.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/WSG/ProductDocuments/DataSheets/50002279E.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/WSG/ProductDocuments/DataSheets/50002279E.pdf
https://ww1.microchip.com/downloads/en/devicedoc/70005191b.pdf
https://ww1.microchip.com/downloads/en/devicedoc/70005191b.pdf
https://twitter.com/atc1441/status/1678707482452008960
https://twitter.com/atc1441/status/1678707482452008960

